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Cyber dangers and How to Confront Them in

Public International Law
Amira Abdel Azeem Mohammed.
Department of Public Law / Sharia and Law / Faculty of Islamic
and Arabic Studies, Cairo Girls/ Al-Azhar University.
Email: AmiraAbdelgawad.2057@azhar.edu.eg.
Abstract:

Today, We living the Cyber age, as a result of the
Information and communication technology’s revolution, the
increase of the connectivity of all sectors, creating a new
environment for interaction between individuals, communities
and nations, which is called Cyberspace, which is
characterized by rapid development, Full of dangers and
threats, It posed a serious threat to the national security, where
the concepts of power, conflict and war have changed, and
their nature has been linked with Cyberspace.

Cyber-security as a key to building national security, States,
have accelerated to create civil and military institutions,
enacting legislations and developing a special strategy to fight
current and future cyber threats, Also, they work at the
regional and international levels, for a future Cyberspace safe
and peaceful.

One of the most important issues brought about by modern
technological capabilities is that they have produced new and
more complex legal questions These questions were
unprecedented and inconceivable not long ago. One of the
most current complicated questions concerns the availability of
legal means to the state to deal with situations where it is
subjected to Cyber aggression by another State .

More specifically, the question is whether or not traditional
legal rules on the use of force and self-defense are consistent
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with the notion of cyber attacks. Is a cyber attack legally
entitled to self-defense as required by Article 51 of the Charter
of the United Nations? Or is it merely a use of force under
Article )2 /4( Charter that leaves the aggressor state with no
legal option to defend itself? Or else, is there another distinct
approach particularly designed to deal with cyber attacks®

This paper handles these important legal questions through a
comprehensive review of the rules of international law on the
use of force in general and self-defense in particular and the
relation between them. In addition, the paper looks at the
advisory opinions of the International Court of Justice the
research also deals with the strategies of the countries in this
regard.

Keywords :

Cyber dangers, Cyber space, Cyber Attacks, Electronic
dangers, Information Technology dangers, Cyber Security,
Internet dangers, Cyber Power, Cyber War, Tallinn Manual.
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