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Legal Aspects of Deepfake

Rabab Mostafa Elhakem

Department of Criminal Law, College Of Sharia And Law, Al-Azhar
University, Cairo, Egypt.

E-mail: elhakemrabab@gmail.com

Abstract:

This research addresses the legal aspects of Deepfake
technology, one of the most advanced and controversial
applications of artificial Intelligence. Deepfake technology
enables the creation of highly realistic but fake visual and audio
content by manipulating personal data such as Images and voice
recordings. The study highlights the risks associated with its
misuse, Including reputational harm, blackmail, defamation, and
the fabrication of false evidence. It critically examines the
adequacy of current criminal legislation In Egypt, the UAE, Syria,
and Libya to combat these crimes. By employing a comparative
analytical approach, the research evaluates the elements of the
offense, prescribed penalties, and legal responses. Ultimately, It
offers recommendations for legislative Improvements, aiming to
strengthen legal protections against the malicious use of Deepfake
technology.

Keywords: Deepfake, Cybercrime, Artificial Intelligence,
Criminal Legislation, Digital Privacy.
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66, aleadad 3, yanayir 2024.

* d/ rida "iibrahim eabd allah albaywmi, alhimayat alganuniat min
makhatir tatbiqat altazyif aleamiq fi alfigh aliislamii walganun
alwadeiu dirasatan tahliliatan muqaranata, bahath manshur fi
majalat ruh algawanini, jamieat tanta, kuliyat alhuquqi, eadad
khasa- almutamar alduwalia althaamina- altiknulujia walganuna.
 d/ mahmud salamat eabd almuneim alsharifi, jarimat alaintiqgam
al'iibahii eabr tigniat altazyif aleamiq (Deep fakes) walmaswuwliat
aljinayiyat eanha, bahth manshur fi majalat alhuquq lilbuhuth
alqanuniat walaiqtisadiati, jamieat al'tiskandariat, kuliyat alhuquqi,
aleadad al'uwla, yuliu 2022.

» da/ wala' muhamad mahrus alnaaghi, wada/ yasir muhamad
mahrus alnaaghi, ‘iidrak mustakhdimi mawaqie altawasul
aliajtimaeii litahdidat altazyif aleamiq (Deep fakes) waealaqatih
bialaistikhdam alamin litilk almawagqiei, bahth manshur fi majalat
aleilmiat libuhuth alsahafati, jamieat algahirati, kuliyat al'iielami,
aleadad alraabie waleishrun aljuz' althaalithi, yulyu/ disambir
2022m.

4: altaqarir:

» dalil altazyif aleamiq alsaadir ean albarnamaj alwatanii lildhaka'
alaistinaeiu, al'iimarat alearabiat almutahidati, yuliu sanat 202 1m.
» aldhaka' alaistinaeiu wamakhatir altazyif aleamiqi, taqrir dawriun
yasdur ean markaz almaelumat wadaem aitikhadh alqarar altaabie
limaylis alwuzara' almisrii, nushir bitarikh 25 mars 2023.
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