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Deep Web: Risk Spaces and

Countermeasure Strategies

Abeer Hamdi Hassan*, Rawan Ammar Attia Al-Zanbaqie
Department of Law, College of Business in Rabigh, King
Abdulaziz University, Kingdom of Saudi Arabia.

*E-Mail of Corresponding Author: Dr.abirhamdi@gmail.com
Abstract:

It 1s fair to acknowledge that what distinguishes the current era
from previous ones is the vast technological advancements we are
witnessing today, which have impacted all aspects of life. It can be
said that there is no facet of human life that has not been affected
by this remarkable technological development, which has triggered
a revolution that ushered humanity into a new age.

Despite the many positives that internet technology has brought
in terms of facilitating and exchanging information, there is
growing concern over the increasing breaches, negative aspects,
and side effects of this network, as it is exploited by some for
criminal activities. Most users are only familiar with the surface
layer of the internet, and only a few are aware of its deeper layers,
consisting of: the deep web, the dark web, and the hidden internet.
The dark web is an essential part of the internet ecosystem,
allowing for the creation of websites and the dissemination of
information without revealing the publisher's identity or location.
Access to the dark web can be achieved through specific services,
such as the TOR service. TOR is an open-source browser that
enables anonymous and secure internet access. It relies on a
private network known as the Tor (The Onion Router) network,
which helps conceal the identity of users online by passing their
connections through a series of servers distributed worldwide,
making it difficult to track their activity or pinpoint their location.

Keywords: Deep Web, Cybercrime, Information Network,
Modern Technological Crime.
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