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Digital Directory And Obstacles

To Proving Cybercrime

Hossam Ahmed Kelany Aly

Department of Criminal Law , Faculty of Law, Assiut University,
Assiut, Egypt.

E-mail: hosamkelany2024(@gmail.com

Abstract:

The world is witnessing great progress in the field of
mformation and communications, with which countries are
accelerating the use of technology in all fields, and as much as the
development of technologies achieves great benefits in the field of
advancement and human progress, at the same time it has paved
the way for the emergence of new forms of crimes.

This new type of cybercrime has become committed in an
unrecognized virtual medium, and does not resemble the
traditional medium of traditional crimes, where the criminal found
high technology and modern methods that help him commit many
crimes without leaving a clear trace of those crimes, and the illegal
use of information technology has led to the emergence of a new
science in criminal research, which is the science of digital
criminal research, which is concerned with digital evidence in
view of the effects left by the accused information while
committing a cybercrime.

We have chosen this topic because of its great importance, the
more electronic means develop, the more the method of
committing this type of crimes develops, and this is what
constituted an obstacle for those in charge of research and proof of
electronic crimes, as the rules of research and investigation and the
foundations of criminal evidence in traditional laws are not
enough, but this type of crime needs to develop new legislation
that suits its technical nature.



(VO\“) DVEET - AYAYE pgiST ksl @ a0y 19 adlad| Sukad| @ dudgIlit g gl | Cigoned | Ane

The evidentiary process is complicated in cybercrime because it
is related to the human behavior of a range of people with
technical and scientific skills and the continuous development and
complexities surrounding this.

For all that, I saw shedding light on this topic through: the
definition of cybercrime, shedding light on the obstacles to
obtaining digital evidence to prove cybercrime, inspection,
investigation and inspection to control cybercrimes, and finally
judicial experience and evidence control in cybercrime.

Keywords: Digital Evidence, Proof Of Cybercrime, Proof Of
Cybercrime, Judicial Experience And Cybercrime, Obstacles To
Obtaining Electronic Evidence, Proof Of Information Crime.
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(1) Computer Science Reflections on the Field. Reflections from the
Field. National Research Council.2004.p5.
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(1) Jody R. and Westby. Project chair & Editor, international Guide to
Combating Cypercrime, Op-Cit, p87.

(2) Marjie T. and Britz, PHD: computer Forensics and Cyper crime an
introduction, Op-Cit, p9.

O a3 5o 0 LA g g ) o 2 Y1 b s ghand| ol 1l il s fesloa = (F)
EOCER RSN |- Sogel CSR BN| { PR VRS SCRCRPV DY () S DIOVE 371 B IR T-PEN [ Ut PR PR |

.YYW_YTAJpcrY... 055G g day 2l



) Ay FSIY e et Ol SilBgaag a1 il
oy el 0L Lrzad | sl o) 2 YL Gty Lewd o 3 920 g ps — 0
ol izl ol JY ¥l Jlesl Lo s Lo dools dilised | J gl oy i g 200
‘3_3)»&_9‘a_s,»u,»gu@urﬂ,,,mm&ugJg»dudy,d|w;,1,
Gy gaall e St i gnall 3 B T oa s Slaghes pllss b il f Lol

13 Il e d guand ) ddl
Mla;uﬂlgc«m.ﬁydulpd‘,ﬂ|&ﬁ2?cka_911§L:5'Q|ML&A>‘92-‘9€J9 -
G 5o 8 o U Sldalaal lodn g Las gz s dL b o g o8 o)) e Jows
5 05 e 2 SN ASC 5 o) ol o) i el p ) B & pllaed | Do
ALl g3 525 e 30 el iy I bl 3 b o 25 S0V 2y 2l
ﬁvtu,uuﬂ,g,um,wig W'ﬁb—eﬁepﬁw‘dw‘g@w‘

el ol elS cas plaza ¥l saouial

LIS O T N[ROSR SPICN ) [FONGES [ VT TS DS
odn o A5 ¢ IVl 32 b s i SO oy ol S ) e d guasl
Py Jomadl s sed) o ol VI Alucs o5 1 @31 el 28T s 031 ol
OLSe b SVl iy o 5 A o phad | A s sl A5 Jo ol
s el y o w1 As e sbiodd| Y1 e el USCtie Lts L o g ¢ pane
9 s B Ll Aslond! oyl gl o)) el | g g

i 831 Y ¢ 1 ol suoail) 0B b e g 2SI A ) S5 5
2T ey ¢ dinn Slasy Lk ey g lasi] gazs 2 4 Aol ST Gl ST
SN el gl am 5 Joo Jlas¥l adad Jt Lgd oled ¥y oLl AV avaslas
LN el ) ks oseall LW el e o) ccbdzmal | o s b
;,‘L.:._ffh~\fug,,.._fuﬁz.:sw‘wggg,,ﬂbwﬁ»u,.a,‘as,:,:m
QAP ENICRPRE APJEN) PN PPN P CN AP ICUN I PRERPIEN) [P e
sdoy S any¥ Lol 1 La b dmy il ilel 2 Y1 3Us01 G b IO e L



(YAY) DVEET - AYAYE pgiST ksl @ a0y 19 adlad| Sukad| @ dudgIlit g gl | Cigoned | Ane
ot (V) IO ol gl bl o0 Lo Lt o iy S 2y el
oy ol a5 Lot 43I

Al Jowadl Gl J1s T

Al s (o fooes Budn b o~

Al oda § Uomass flb e o~

3 HLKd) b Lt Lo Ll ey ol o ilS 13] clalle asl ol -
AT Y 516 ol (6l 5 5 a5 Y ey el IS 3] 5l cad oSS

U g FSIY Ao paxd Ly QBT COLeed dobiicay ddlate OlBgn0 © sl

&;’e?:L;;y.!l&M!o%,@.ﬁ\d&,q@ﬁﬁ,ﬁﬁ!agwlyw
5 sl SUL s Sl haad 1S JYI o) G b (g 25 2SN 031 2l
§30,8 oo S ey pall 0 s Lo a5 Bl oy passd J) > 3 2
(oead ! ST faa ) Jor 5 (g0 Ale gl 5 JYI o s b 2l s o) 35
SULdls ol ghaod | e ISl oSN 1da Gaoe o 8l ald 31 g o LIS emy
Vikeaiie Sl gl 5l SlSags Jo o JYI clonll o B 5]

.\“\Jpcf\‘\‘“’Mcouw‘a’&kw;a%}wlbjuiﬁw)%}mfL.i'.A— \)



(YAA Ay FSIY e et Ol SilBgaag a1 il
P S
i) g FSIY | A | AT (6 Coomeld il g S pdf g il
LS gl e mle S Bl 1da J 5Li5 U g
EOTEN) [ ENES [FVE HEER P [JURSN]
g pSIY ey el o o3 ) g 2l G U ]
g A oy 2l o ) T S Coed
931 Sl
g RSN da pd1 7 e il
oo lad |t i - ¥ gl
3 el e ad Loy Coslonll LS Cins g yamizts g o W1 A3 o Blaad b Ay
s ORI Soudl JUTy clilses CaiS Odg woly gl | B 531 amedlly o]
obmy‘y,ucm;,:,‘@ﬁdwuu@uu,uts,znggﬁu
ol o os ade 5 (I ala) S5 dutlasl
B Lo Sy obeiVIy o SLYI U i Lel olad | il Jam O,
OS5 0 5 o 2| ye o) aiS
zs,:..swmt.ésﬁqm,uﬁ\@w@uwlaﬁﬁd‘cﬂagwwj
A VLN BIS 5 Lt A ol as Ao jodt 5l I Jots g Y1 5T L5Lo ghnal !

s 5Y g ol NS oo e

A2 Gl 2 o MMl hand 51 2l B A 2 Y1 3 g s ol = (1)

& LAV QY iy el Rl gl s N e dsliondl oole Y1 0 S g3l 10l deand! as— (Y)
VY o

el S s s SO 81 o) b Sl il (5 £ et ] e - sibos AU = ()
NIARLIEITARRRRE PR |

Henry,J.F, "Testimony befor permanent Subcommmittee On Governmental
Affairs, The United States Senate, Ninety Ninth congress, 1984.
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(3) David Johnston&Sunny Handa, Cyber Law — second edition, Stoddart
Publishing, New York, U.S.A., 1997, p17.
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(1) Marjie T. Britz, computer Forensics and Cyper crime an introduction, Op-
Cit,p66.

(2) Ibid, p 67.

(3)Ibid, p2.

(4) Bruce Middleton, cybercrime investigation field guid, Op-Cit,p5-6-7.
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(1) Marjie T. Britz, computer Forensics and Cyper crime an introduction, Op-
Cit, p191.
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(2) Bruce MiddletonCyber Crime Investigator's Field Guide.computers—2002.
P.52.
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(1) Neal Kumar Katyal,Criminal Law in Cyberspace,University of
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alearabiat almutahidati, kuliyat alsharieat walganun 2000m .

+ al'azraq eabd allah: mutamar albiyat almaelumatiat al'uminat
alriyad jameiat almaktabat walmaelumat alsueudiati, ,2010m .

* judat husayn muhamad jihad: almuajahat altashrieiat liljarimat
almunazamat bial'asalib altagniati, dirasat mugaranati, mutamar
alganun walkumbuyutir walaintirnit almuneaqad fi alfatrat min 1 -
2 mayu 2000m, bidawlat al'iimarat alearabiat almutahidati, kuliyat
alsharieat walganun .

* eabd alnaasir muhamad mahmud firghali : muhamad eubayd sayf
saeid almismari: al'iithbat aljinayiyu bial'adilat alragamiat min
alnaahiatayn alganuniat walfaniyati", dirasat tatbiqiat muqaranati,
almutamar alearabii al'awal lieulum al'adilat aljinayiyat waltibi
alshareii jamieat nayif alearabiat lileulum al'amniat, alrayad,
,2007m .

* cali eabd alqadir algahwaji: alhimayat aljinayiyat libaramij
alhasuba. majalat alhuquq lilbuhuth alganuniat alaigtisadiati, misr .
aleadad al'awal 1992m .

* eali mahmud hamuwdat :al'adilat almutahasilat min alwasayil
alalkitruniat fi 'iitar nazariat al'iithbat aljinayiyi, bahath manshur
dimn 'abhath almutamar aleilmii al'awal hawl aljawanib alganuniat
wal'amniat lileamaliaat alalkitruniat markaz albuhuth waldirasat
'akadimiat shurtat dubay mihwar alqanun aljinayiyi fi alfatrat min
26 - 28 'abril 2003m .

* muhamad al'amin albashariu : altahqiq fi jarayim alhasib
wal'iintirnti. almajalat alearabiat lildirasat alearabiat waltadrib
aleadad 30 , alrayad, 'akadimiat nayif alearabiat lileulum al'amniati,
2001m.

» muhamad eubayd sayf saeid almismari walkhabir ,eabd alnaasir
muhamad mahmud firighili: "al'nithbat aljinayiyi bial'adilat
alraqamiat min alnaahiatayn alganuniat walfaniyati, dirasat
tatbigiat muqgaranati", almutamar alearabii al'awal lieulum al'adilat
aljinayiyat waltibi alshareii, 12-14/11/ 2007 m .

*  muhamad mahyaa aldiyn eawada, mushkilat alsiyasat
aljinayiyat almueasirat faa jarayim nazam almaelumat
(alkumbiutar), qism aljarayim alwaqieat fi majal tiknulujia
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almaelumati, bahath mugadim lilmutamar alsaadis liljameiat
almisriat lilganun aljinayiy, alqahirat, min 25 :28 'uktubar sanat
1993m .

* maseab alqitaanat : al'ijjra'at aljazayiyat alkhasat fi aljarayim
almaelumatiat , bahth s 7 , muqadim fi eabdallah dughsh aleajami :
almushkilat aleamaliat walganuniat liljarayim al'iliktruniat dirasat
mugqaranat , risalat majistir , jamieat alsharq al'awsat , 2014m .

* hisham muhamad farid rustum: ganun aleuqubat wamakhatir
tigniat almaelumati, sanatan 1992m aljawanib al'iijramiat
liljawanib almaelumatiat majalat al'amn walganunu, aleadad
althaani, shurtat dubay , 1994m .

maeajim wagqawamis

* alshirbini alkhatib: mughaniy almuhta; 'illaa maerifat maeani
'alfaz alminhaj bayrut, dar aleilm lilmalayin 1425hi almujalad
alraabie .
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